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EGDF response on the European Commission's Draft Guidance on the 
Application of the Cyber Resilience Act (Regulation EU 2024/2847)  

About EGDF 

1.​ The European Games Developer Federation e.f. (EGDF)1 unites 27 national trade associations 
representing game developer studios based in 24 European countries: Austria (PGDA), Belgium (FLEGA 
and WALGA), Croatia (CGDA), Czechia (GDACZ), Estonia (Gamedev Estonia), Finland (Suomen 
pelinkehittäjät), France (SNJV), Germany (GAME and GBM), Ireland (IMIRT), Italy (IIDEA),  Lithuania 
(LZKA), Netherlands (DGA), Norway (VIRKE Produsentforeningen), North-Makedonia (MGI), Poland (PGA 
and IGP), Portugal (APVP), Romania (RGDA), Serbia (SGA), Slovakia (SGDA), Spain (DEV), Sweden 
(Spelplan-ASGD),  Switzerland (SGDA), Turkey (TOGED) and the United Kingdom (TIGA). Through its 
members, EGDF represents more than 2 500 game developer studios, most SMEs, employing more 
than 45 000 people.  

2.​ The games industry represents one of Europe’s most compelling economic success stories. 
Located at the crossroads of the ICT and cultural industries, the game industry is one of the rapidly 
growing segments of the cultural and creative industries. In 2023, there were around ​
5 900  game developer studios and publishers in the EU, employing over 91 000 people and running a 
combined turnover of close to €19bn2. In 2024, Europe’s games market was worth €26,8bn, and the 
industry has registered a growth rate of 4% in key European markets3. The European digital single 
market is the third-largest game market globally. 

3.​ It is highly important for the Commission to ensure that the guidance document ensures a 
well-balanced implementation of the regulation. Although games are first and foremost cultural 
and artistic products, under CRA, games are considered standalone software products — typically 
distributed in the EU market via digital means — that involve iterative updates, cloud-connected 
components, third-party free and open-source software (FOSS) libraries, and, in some cases, a diverse 
range of hardware integrations.  

3 VGE-EGDF 2024 Key Facts 
https://www.videogameseurope.eu/news/annual-data-report-on-europes-video-games-sector-launched-at-gamesco
m/ 

2 EGDF-VGE 2023 European games industry insights report 
https://www.egdf.eu/wp-content/uploads/2025/08/2023-European-video-games-industry-insight-report.pdf 

1 For more information, please visit www.egdf.eu 
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1. In general 

4.​ In general, EGDF welcomes the draft guidance as a necessary step toward clarifying CRA 
compliance obligations. However, the European games industry — dominated by SMEs and 
characterised by continuous software updates, cloud-connected gameplay, and reliance on FOSS 
components — requires further targeted guidance to comply effectively and proportionately. EGDF 
calls on the Commission to use the final guidance — and any subsequent guidance envisaged under 
Article 26 CRA — to further clarify obligations as they apply to the specific characteristics of games. 

5.​ The European games industry is committed to player security. With its guidance, the Commission 
must aim to achieve proportionate, workable, and effective compliance frameworks that protect 
players without foreclosing the innovation pathways on which European game developers depend. 
EGDF stands ready to work constructively with the Commission and ENISA to develop further 
game-specific guidance materials and to contribute to the implementation of the CRA in a manner that 
protects players without undermining the competitiveness and dynamism of the European games 
sector. 

2. Risk-based approach on the scope of ‘stand-alone software’ and ‘device’ 

6.​ The concept of “placing on the market”, derived from physical product legislation, creates 
ambiguity for digital products. The draft guidance clarifies (paragraphs 13–16) that a standalone 
software product placed on the market via digital means is considered placed on the market when its 
manufacturing phase is complete and it is first supplied for distribution or use in the course of 
commercial activity.  EGDF welcomes the confirmation that the "placing on the market" date is tied to 
the first release of a given software version — not to each individual consumer download — and 
reduces legal uncertainty for studios distributing games through storefronts (e.g., Steam, Epic Games 
Store, console platforms).  

7.​ Offline games should not be included under the scope of CRA. EGDF is concerned that the 
Commission is interpreting the CRA’s scope too broadly, potentially including all stand-alone software, 
such as offline games, which pose minimal cybersecurity risks. Such products should be out of scope, 
as their risks are already mitigated by the hardware platform (e.g., console, PC) on which they run. 

8.​ However, uncertainty remains regarding DLCs and other in-game items. DLCs and in-game items 
are not independent products with digital elements. DLC should not be treated as independent 
“products with digital elements”, as they are functionally inseparable from the base game and are 
useless without it.  

9.​ In our view, the approach to DLCs should be similar to the approach that has been applied to 

Remote Data Processing Solutions (RDPS). An RDPS is not considered a separate product under 

the CRA, but it is rather assessed together with the base product, as the RDPS would otherwise 

not be able to function as intended. One also cannot access or use the RDPS without accessing 

the base product first. Although not being RDPS themselves, the analogy can be made with DLCs 

and in-game items as they operate according to the same principles.  
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10.​ Furthermore, the guidance provides welcome clarification (paragraphs 95–101) that software 
updates are not, per se, substantial modifications.  Game development is inherently iterative. 
Games are continuously updated through patches, bug fixes, balance updates, seasonal events, and 
live-service content. A regime in which each content update triggered a full new conformity assessment 
would be disproportionate and would make live-service game development in Europe economically 
unviable for SMEs. In particular. 

11.​ EGDF asks the Commission to: 

a.​ Clarify that a “device” should not be interpreted to include simple internal communication with a 
hardware component or between embedded software (e.g., a game and a console’s OS).  

b.​ Clarify that offline games do not fall under the scope of the regulation.  

c.​ DLC should not be treated as independent “products with digital elements”, as they are 
functionally inseparable from the base game and are useless without it.  

3.  Free and Open-Source Software (FOSS) in Game Development 

12.​ Game developer studios make extensive use of FOSS components: game engines (e.g., Godot), 
physics libraries, audio engines, networking middleware etc. The guidance correctly establishes that 
integrating a FOSS component into a commercial product does not make the developer responsible for 
the FOSS component's individual CRA compliance — but it does require due diligence under Article 
13(5) to ensure the component does not undermine the product's overall cybersecurity (para. 80-83). 

13.​  Specific concerns related to FOSS components: 

a.​ Due diligence burden on SMEs: For small indie studios integrating dozens of FOSS libraries, 
performing full due diligence on each component's cybersecurity properties is a potentially 
significant burden. EGDF calls on the Commission to clarify that "due diligence" for FOSS 
components should be proportionate and risk-based — studios integrating a widely-used, 
well-maintained library with a strong security track record should not be expected to perform the 
same depth of analysis as studios integrating niche or unvetted code. 

b.​ Contributions back to FOSS components: Many European game developer studios contribute 
bug fixes and security patches back to FOSS libraries they rely on. The guidance (paras. 80) 
confirms that these contributors do not become manufacturers of the FOSS component. EGDF 
welcomes this clarity and calls on the Commission to ensure this contribution model — which 
benefits the broader EU software ecosystem — is not unintentionally chilled by CRA compliance 
uncertainty. 

14.​ EGDF asks the Commission to: 

a.​ Clarify that due diligence for FOSS components must be proportionate and risk-based, with lighter 
obligations for widely-used, well-maintained libraries. 

3 



 

4. Support Period and End-of-Life for Games 

15.​ The CRA introduces a somewhat unclear obligation regarding the availability of security 
software updates. Article 13(9) requires that each security update be made available for 10 years after 
the product is placed on the market, in an easily accessible manner. There is a concern that this could 
pose a problem due to:  

a.​ Making each update available for a period of 10 years could also be detrimental, as it could 
imply that consumers could choose to install only a certain version of the security update instead 
of the latest available version, and certain cybersecurity vulnerabilities (which, for instance, could 
circumvent technological protection measures) corrected only in subsequent security updates 
could then still be exploited by malevolent actors.  We understand this requirement to be an 
incentive for consumers to use their digital products for a longer period of time, by ensuring they 
have access to the latest versions of security updates, even after the end of the support period. 
However, we would recommend that the requirement of making ‘each’ update available is 
clarified in the guidance to be met by only making available the latest version of the security 
update, provided that the latest version includes all security improvements brought by the 
previous updates. In practice, consumers will only want to update their product to the latest 
available state, and the risks associated with the provision of intermediate updates are high, as it 
could lead consumers to be exposed to cybersecurity vulnerabilities. 

b.​ Game closure (sunset): When studios shut down online services — either because the game 
reaches end-of-life commercially or because the studio closes — there may be outstanding 
cybersecurity obligations under the CRA. EGDF calls on the Commission to clarify that studios can 
fulfil their CRA obligations upon game closure by following responsible disclosure procedures and 
notifying users, without being required to maintain active support infrastructure. Provision of a 
security update may be misunderstood as if the general supporting period is still ongoing, which 
could wrongly encourage users to use unsupported products. These, although still partly 
protected by mandatory security updates, may include publicly known critical vulnerabilities 
found after the support period, and would not be comparable, security-wise, to more recent 
products protected by more sophisticated security technology. 

c.​ Platform / operating system closure: The end of support period for all games on a given 
platform (e.g. a console) should at most coincide with the support period for the platform itself. 
The provision of security updates for unsupported products could conceivably undermine the 
cybersecurity of the product. 

16.​ EGDF asks the Commission to: 

a.​ Clarify CRA obligations upon game sunset/shutdown or platform/operating system closure. 

b.​ Ensure support period requirements are proportionate to the commercial lifecycle of the product. 
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5. Cybersecurity Risk Assessment –  Proportionate Approach for SMEs 

17.​ The guidance (Section 7) clarifies that cybersecurity risk assessment must be product-level and 
independent of the manufacturer's internal commercial risk appetite (para. 142). EGDF welcomes the 
guidance clarifying that risk cannot be transferred from platforms to game developers through 
contractual terms (para. 145). 

18.​ EGDF is concerned that the risk assessment framework described is calibrated primarily for 
medium-to-large manufacturers. An indie studio of 1–5 people releasing a single-player game with 
basic online features (leaderboards, cloud saves) will face the same formal requirements as a large 
publisher operating a massive multiplayer online game with hundreds of thousands of players. 

19.​ EGDF calls for: 

a.​ Model risk assessment templates tailored to help SME developers comply without specialist 
cybersecurity consultants. 

6. Interplay with other EU Legislation 

20.​ Game developers must already conduct Data Protection Impact Assessments (DPIAs) under 
GDPR. The Commission should clarify how cybersecurity risk assessments under the CRA relate to and 
can be integrated with GDPR DPIAs to avoid duplicative compliance processes. 

7. Delays in harmonised standards 

21.​ CRA enforcement must be postponed until harmonised standards are ready: Compliance with the 
CRA’s essential requirements will be demonstrated via harmonised standards. However, the current 
timeline for adopting the relevant standard (EN40000-1-4) is set for October 30, 2027, less than two 
months before the CRA’s application date. This timeline is unrealistic for companies to integrate these 
standards into products designed years in advance, and so the industry requests either a 
postponement of the requirements for non-critical products or a formal recommendation from the 
Commission for Member States to introduce a six-month moratorium on enforcement. 

8. Required further support actions  

22.​ EGDF calls on the European Commission to fund a specific SME oriented EU funded project that 
develops SME-tailored CRA compliance toolkits, including: 

a.​ SME-friendly vulnerability reporting tools and support channels. 

b.​ Model risk assessment templates for SMEs 

c.​ Lightweight checklists for assessing whether a game update constitutes a substantial 
modification. 
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d.​ A streamlined due diligence documentation framework for FOSS components commonly used in 
games. 

23.​ Furthermore, EGDF calls on the Commission to ensure that the games industry is consulted in 
the preparation of any harmonised standards mandated under the CRA by including game 
industry representation in relevant standardisation working groups (CEN/CENELEC), given the unique 
technical characteristics of game software. 

 

For more information, please contact ​
 

Jari-Pekka Kaleva 
Managing Director, EGDF​
 
jari-pekka.kaleva@egdf.eu 
+358 40 716 3640     
www.egdf.eu 
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